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Abstract—The main scope of this paper is to improve the
security risk analysis of critical communication and information
systems. One of the major security objectives is to ensure the
security emissions generated by electronic equipment, which may
contain confidential data. A rigorous risk analysis helps to
establish optimal protection solutions to prevent information
leakage through compromising emissions. This work analyzes
some security threat, reflected in the technical capabilities of the
interceptor in the processing of compromising signals, which
supports substantially risk analyzes for the protected system. The
estimation of the signal to noise ratio of compromising emissions,
at the boundary of protected area, had been tested and validated
by measurements.

Keywords— compromising emissions; emission security;
EMSEC.
I. INTRODUCTION
Ensuring the confidentiality of data processed by

information systems against leakage of information through
the secondary electromagnetic emissions generated by IT
equipment has become a priority in the context of IT & C
technology evolving at an impressively fast.

The risk analysis of Emissions Security (EMSEC) for a
communications and information system is generally studied
in a correlated manner, combining the vulnerabilities and the
threats, in order to protect the electronic system against
possible hacking attempts. A rigorous EMSEC risk analysis
helps to establish the TEMPEST protection measures against
electronic systems information leakage through compromising
emissions.

A large number of studies in the domain of information
leakage due to accidentally electromagnetic emissions,
underlining the importance of the EMSEC domain. In [1-4]
the authors concentrated on evaluating and reducing
compromising emissions, while in [5-7] a number of test
methods to evaluate radiated and conducted emission had been
presented. Several approaches to information leakage
mitigation and TEMPEST countermeasures are shown in [8-
13]. In some of their previous work [9-10], the authors
presented results regarding the efficiency of shielding and
filtering for IT&C equipment under TEMPEST evaluation.

978-1-5386-2350-3/18/$31.00 ©2018 IEEE

Simona Halunga

University Politehnica of Bucharest, Electronics
Electronics, Telecommunications and Information
Technology Faculty
Bucharest, Romania
simona.halunga@upb.ro

In this work we study the influence of the processing
techniques of the compromising signals that are generated by a
commercial computer, when increasing the signal to noise
ratio received at the boundary of protected area, and implicitly
growing the risk of interception of these electromagnetic
emissions by a hostile receiver. Based on the developed test
bed, the estimated value of signal to noise ratio is then verified
in lab.

The paper is organized as follows - Section II establishes
the theoretical basis for estimating the signal-to—noise ratio
depending on the processing gain of compromising emissions,
obtained in a scenario in which a commercial computer should
be protected; Section III tests the theoretical approaches
presented in section II, by laboratory tests; Section IV is
dedicated for conclusions.

II. ESTIMATE OF EMISSION SECURITY RISKS FROM THE
PERSPECTIVE OF SIGNAL PROCESSING TECHNIQUES

In order to analyze the risk of intercepting compromising
emissions generated by devices, one should study (1) the
vulnerabilities of the security environment, such as
electromagnetic attenuation of the buildings and free space
between the equipment and the perimeter of the protected
area, the ambient radio noise in site; (2) the vulnerabilities of
the information system, such as the level of secondary RF
emissions generated by equipment, the signal-to-noise ratio at
the protected area boundary and (3) make an estimation of the
possible threats, like the noise factor of the eavesdropper’s
receiver, the gain of the directional antenna and the processing
gain achieved with signal processing used by the
eavesdropper[17-18].

In order to study the influence of signal interception
processing techniques on the risk of emissions security, one
should determine the signal to noise ratio for the
compromising emissions generated by the computer systems,
from EMSEC point of view [1].
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where £, is the maximum limit allowed for compromising

emissions generated by information systems, G, is the gain of
the best directional antenna used by the eavesdropper, G, is
the processing gain achieved with signal processing, a, is the
free-space path loss at distance d between the eavesdropper’s
antenna and the target device, £, is the radio noise field
strength at the installation site receiving antenna, F, is the
noise factor of the eavesdropper’s receiver, SNR is the signal—
to—noise ratio and a,, is the additional attenuation conferred by
the architectural shielded of facility in which the target device
is located. This can also be evaluated in logarithmic values:

[SNR]:[EJ+[Ga]+[Gp}—[ad]—[aw]—[En]—[F,] )
where [x]=20lg(x) is the value of a general parameter x in dB.

Using this relationship we evaluated the [SNR] dependency
on the processing gain [Gp], under the assumptions of
maximum allowable limits for the compromising emissions, as
results from [1]. We presumed that the maximum allowable
radiated VHF field strength levels, [ EB], does not exceed 41

dBuV/m measured in the laboratory tests, at a distance of 1 m
from the IT equipment, with a resolution bandwidth of 50
MHz; the gain of the directional antenna used by eavesdropper
is [G,]=16dBi; the eavesdropper’s receiver does not get closer
than d = 10 m, so [a,]=201g(10m/1m)=20 dB; the attenuation
value of the building materials is [a,]=5 dB; the noise figure
of eavesdropper’s receiver (type Rohde&Schwarz FSET22) is
[F,]=7 dB; the background noise level in one typical to a rural
environment, measured with a resolution bandwidth of 50
MHz in VHF range, is [E,] =27 dBuV/m. With those settings,
the dependency of the [SNR] dependency on the processing
gain [Gp] is shown in Fig. 1, allowing us to establish the upper
limits for the measured [SNR].

One can observe that, for a processing gain [G,]=2 dB, it
results a [SNR]=0 dB at a distance of 10 m from the IT system
target, which means that the risk of detection and interception
of the compromising signal is very low. But for [G,] = 8 dB,
we obtain a [SNR]=6 dB, which is the threshold value of
detection of useful signals sought in the spectrum in radio
monitoring, so, as the processing gain increase, same does the
risk that the compromising emission might be intercepted

In the EMSEC risk analysis, the value [SNR]=6 dB,
equivalent to free space attenuation into 2 m, is a critical one,
since it changes the TEMPEST site protection class, if the
analysis is made at the boundary between two TEMPEST
zones, or determine the selection of an electronic equipment
with increased electromagnetic attenuation of compromising
emissions.

To prevent information eavesdropping due to
compromising emissions, possible countermeasures are the
reduction of leaked radiated and conducted electromagnetic
emission from informatics systems or the increase of difficulty
to reconstruct the original signal, if leaked compromising
emissions are intercepted. These goals can be achieved
through compromising signal reduction and radio noise
generation for masking signals; both methods are taken into

account in order to decrease signal-to-noise ratio of the leaked
signal at eavesdropper’s receiver.

[II. VALIDATION METHOD OF CALCULATION

In order to validate the theoretical approach, described in
Section II, several tests had been performed in the lab. The
setup for measurement is presented in Fig. 2, where EUT is
the equipment under test, Rx is the receiver, type
Rohde&Schwarz ~ FSET22, DSO is digital storage
oscilloscope, type MSO 5204B, and SPS is the signal
processing system endowed with software for processing.
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Fig. 1. Variation [SNR] depending on processing gain, [Gp], for
compromising emissions received at 10 m from the comercial equipment, with
a resolution bandwidth of 50 MHz.
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Fig. 2. Test setup for validation of claculation processing gain, at a distance
of 1 m from the IT equipment, with a resolution bandwidth of 50 MHz.

The compromising signal was received on the frequency of
133 MHz, with Resolution Bandwidth RBW = 50 MHz, and,
at the IF output of the receiver. Received signal is represented
in Fig. 3. It has been introduced into the oscilloscope for
processing and, using the oscilloscope tools, a Fast Fourier
Transform (FFT) has been applied to detect the waveform
spectral components. The spectral representation of the
received signal is shown in Fig. 4.

The received IF signal has been attenuated with 20 dB,
equivalent to 10 m emission attenuation in free space
propagation, and, in order to increase the frequency resolution,
the number of BINS, Ngy, has been increased to detect more
accurately the spectral components.

The advantage of using the FFT for the IF signal at the
output of the receiver is that it allows us to select a higher
sensitivity and resolution in the frequency than the one offered
by conventional analogue receivers, for the same frequency
span BWgn. In our measurements, in order to obtain the
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desired processing gain, we increased the number of FFT
points, Npn,, keeping constant the sampling frequency at
100MS/s.

Thus, the noise level displayed in the spectral
representation is controlled by the additional processing cost:
NB[N = FFTvize/Z: RBW = FS/(Z *NBIN) = me/N The dlsplayed
Noise Level is [DNL] = -174dBm + [NF] + 10xlog(RBW/Hz),
with RBW = BWpgy. The resulting processing gain obtained by
increasing the N,y parameter is [Gp]= 10l0g(Npinma’ Npinmin)-

100.0mV/div
2}

Fig. 3. The waveform of the compromising signal received on the 133 MHz
frequency, with a resolution bandwidth of 50 MHz.
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Fig. 4. Representation of FFT applied to the unattended waveform
compromising signal.

Using an 10° FFT points, the resulting spectrum is shown
in Fig. 5. Based on this, we evaluated the [SNR, ] at
18.12dB.

If the number of FFT points is increased to 107, the IF
spectrum obtained is represented in Fig. 6 and the resulting
[SNR,,pcess] 1s 35.83dB.  So, due to the difference in FFT
points from 10’ to 107, we have obtained a processing gain of
[Gp] = 17.71dB. This gain, used in relation (2), determines a

[SNR] at the boundary of the EMSEC protected area, of
[SNR]=15.71dB, which represents a high EMSEC risk of
intercepting the compromising signal. To neutralize this risk,
mitigation measures should be implemented at equipment or
site level, or the boundary of the protected area should be
extended by more than 6 m.

These goals can be achieved through compromising
emissions reduction and radio noise generation in order to
mask emissions and decrease interception risk.

In future work we will evaluate the effect of shielding the
equipment, filtering its power lines, generating radio noise and
other technical measurements in order to improve the level of
protection against compromising emissions.

" 10.0d87div

T

Fig. 5. The spectrum for 10° FFT
compromising signal

points, applied to the waveform

~10.0dB/div

Fig. 6. The spectrum for 10" FFT
compromising signal.

points, applied to the waveform

IV. CONCLUSIONS

The method using an FFT with high number of points at
the receiver has the effect of increasing frequency sensitivity
and resolution, obtaining superior results compared to
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conventional analogue spectrum analyzers (for the same
frequency span).

The processing gain obtained by increasing the number of
FFT points and RBW reduction, confirms the theoretical
values and allows accurate detection of spectral components
with low SNR.

By increasing the number of FFT ]7)0ints from 10°, leading
to a measured [SNR] = 18.12 dB to 10, leading to a measured
[SNR] of 35.83 dB, relative to the carrier, a processing gain
of 17.71 dB was obtained.

Those results show that, in order to protect an electronic
device from potential eavesdropper’s intrusion, as the
processing capabilities of such intruders increase with the
technological development, one has to take caution measures
like shielding, filtering or other protection methods to avoid
such type of intrusion.
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